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PABOYAS MPOrPAMMA YYEEHOW ONCLMMIUHBI

&TO.B.01 MeToabl 3amnTbl MHOOPMALMUOHHbLIX CUCTEM

Kod u HaumeHosaHue ducyumniuHbI 8 COOM8emMcmauu ¢ y4ebHbIM riaHoM

1. Kog u HaumeHoBaHMe HanpaBreHUs NoAroTOBKU/cneunanbHOCTU:

09.04.02 NHpopmMmaUuUoHHbIE cucmemMbl U mexHos102uu

2. MNMpodunb noarotoBku/cneunanusauma: MobusibHbIE MPUIOXEHUS U KOMIIbOMEPHbLIE
uephbl

3. KBanudwmkaumsa BbinyckHuka: Mazucmp
4. dopma oby4yeHua: OyHas

5. Kachenpa, oTBevarwan 3a peanmsaumio QUCLUUNNUHDbI: UHGHOPMaUUOHHbLIX cucmem

6. CoctaButenu nporpammbli: bopucos mntpun Hukonaeemy, K.T.H., JOLEHT,

(®UO, yyeHass cmeneHb, y4eHoe 38aHue)

7. PekomeHnpoBaHa: HMC ®KH, npotokon Ne 7 ot 03.05.2023.

(HaumeHogaHue pekoMeHdAyrwel cmpykmypsbl, dama, HOMep MPOMOoKona,

ommemku 0O rpodsieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIN roa: 2023-2024 CemecTp(bl): 2




9.lenu n 3apgayum y4e6HOM AUCLMNIIUHDI
Llenu n 3apayum yue6HoOM AUCLUNIIUHDI

Llensmu oceoeHusi y4ebHoU OucyurniuHbl S611sK0mcs:
— [IOHUMaHU€ OCHOBHbIX acrnekmos u mMemodos8 3auwjumbl

cucmem,

— U3y4YyeHue [MPUHYUNo8 pabomsl

cucmem;

— u3yyeHue rpednbsisrisieMbix mpebogaHul u mep, Heobxodumbix Onsi obecrieyeHusi

3awumsl UHGHOPMAYUOHHbBIX CUCMEM,
3adayu y4yebHoU OuCyUMNUHBI:

— npuobpemeHue
UHGOpMaUUOHHbIX  cucmem

rnpakmu4eckKux

Poccutickoti ®edepayuul.

10. MectOo y4yeb6HOW AUCLUNIUHDI

KOMIOHeHmMoe8 3awumsl

HaebIKo8

MpoeKkmMuposaHusi

B cTpyktype OOIl aucumnnuHa oOTHOCUTCS
ancumnnmHam, opMUMpyeMbIM y4acTHUKaMn obpasoBaTenbHbIX OTHOWEHMN. PakynbTaTuBbI.

TpebyeTcs npeaBapuTENbHOE 3HAHME MHAPOPMATUKKN, BBEAEHNE B NPOrpaMMUpOBaHME.

11. MnaHupyeMblie pe3ynbTaTbl 00y4YeHUsi MO AUcUUNNUHe/MoAynio (3HaHUA, YMeHwus,
HaBbIKW), COOTHECEHHbIE C NIaHUPYEMbIMU pe3yrbTaTaMM OCBOEHUsi o6pa3oBaTenibHOMN

nporpaMmmbl (KOMNeTEeHLUMSMU) U UHAUKATOPaMU UX OOCTUXKEHURA:

MHTenneKkTyanbHbIX
TeXHOJ'IOFI/II7I, ana peweHua
npogeccnoHasnbHbIX 3agav

npodeccnoHarnbHbIX 3agay

Kog n HasBaHve | Kog 1 HasBaHuMe wHAuKatopa | 3HaHWs, YMEHUs], HaBbIKK
KOMNeTeHuuu KOMMeTeHLMK
OrkK-2 CnocobeH | OlNK-2.1 3HaeT coBpeMeHHble | 3HaTb: OCHOBHblE cTaguu
paspabaTtbiBaTb NHGOPMAaLIMOHHO- pa3paboTku, npyHUMN
OpUrMHanbHble anropuTMbl | KOMMYHUKALMOHHbIE N | 4eKkoMnosnLmm 3agau,
N nporpammHble CPencTBa, | MHTENNeKTyasrbHble  TEXHOMOoru, | BO3MOXHOCTU COBPEMEHHbIX
B TOM yucne C | MHCTpyMeHTanbHble cpenpl, | NporpaMMHbIX cpen n
ncrnonb3oBaHeM nporpaMmmHoO-TEXHUYeCKMe crneumnanmanpoBaHHbIX 6ubnmoTek
COBPEMEHHbIX nnatgopmbl ans pelleHus | onsa  pa3paboTku nporpammHbIX
NHTENNeKTyanbHbIX npodeccuoHarnbHbIX 3aaad cpencTs 3awuThl
TEXHOMOIrMN, ANSA peLleHns KOH(pMAEHUNaNbHOCTH
npodeccuoHarnbHbIX 3agad nHdopmaumm, KOHTpOns
LLeNIOCTHOCTU JaHHbIX.
Or1K-2 CnocobeH OrliK-2.2 3HaeT coBpeMeHHble | 3HaTb: anropuTMbl MNOCTPOEHUS
paspabaTtbiBaTb NMHGOPMaLIMOHHO- cuUcTeM 3alMTbl MHOpMauun B
OpUrMHanbHble anropuTMbl | KOMMYHUKALMOHHbIE n | HPOPMALIMOHHBIX CUCTEMAX.
N NporpamMmMHble CPeACTBa, | MHTEMMEKTyarnbHble TEeXHONornu, | YMeTb: KnaccuduymnposaTtb
B TOM yucne C | MHCTpyMeHTanbHble cpeabl, | yrposbl ©e3onacHocTy,
ncrnonb3oBaHneMm nporpaMmmHoO-TEXHUYECKMe onpenenatb 0CcobeHHOCTH
COBPEMEHHbIX nnatgopmbl ans peLleHns | sawmiaeMblX UHMOOPMaLMOHHbIX

cucremMm

OrlK-3 CnocobeH
aHanuanpoBaTb
npodeccuoHanbHy
WHopMauunio, BbliAeNATb B
Hen rnaBHoe,
CTPYKTYpMpOBaTb,
odopmnATb n
npeacTaBnsaAT> B BuAe
aHanuTU4eckmx 0630poB C
060CHOBaHHbIMK
BbIBOAAMM "
pekoMeHAaunsiMm

OlK-3.1 3Haet NPVHLUMMbI,
MeToabl U CpeAcTBa aHanusa u
CTPYKTYPUPOBaHus

npodeccnoHanbHON MHOpMaLUK

3HaTb: NPUHLAMBI paboTbl
OCHOBHbIX  CpeicTB  3aluThbl
nHdopmaumu, NPOTOKONbI,

nHTepdencel U opmaTbl 0bMeHa
OaHHbIMK

UHGOPMaUUOHHbIX

UHGOopMayUOHHbIX

3auumsl
coenacHo mpebosaHusiM 3akoHoOamersibcmea




12. O6bemM gUCcUUNNNHBLI B 3a4eTHbIX eanHuyax/yac — 2 /72

dopmMa NpomMeXyTOYHOM aTTecTaumm 3aveT

13. TpypoemMKkocTb No Buaam y4ebHown paboTbl

Bug yuebHom paboTbl Ne cem. 1 Bcero
AyOuTOpPHbIE 3aHATUS 32 32
nekuunm 16 16
npakTuyeckme 0 0
nabopaTopHble 16 16
CamocTonTenbHas pabota 40 40
dopma NpomexyTovHon aTTecTaumm sauer
(3avem — yac..)
WToro: 72 72
13.1. CopepxaHMe QUCLUMNIIUHDI
n/n Peanusauus
pasgena
HaumeHoBaHwue pasgena c OUCLMNIUHBI C
ofepxaHue pasgena aUCLMNNUHbI
ANCUUNNNHBI NMOMOLLIbIO
OHMawnH-Kypca,
QYMK *
1. Nlekuum
1.1 OcHoOBbI 3aLLMThI OCHOBHbIE XapakTePUCTUKN MHEOPMALMOHHOM
WH(OPMaLIMOHHBIX CUCTEM cuctemsl (MC). Buapl 3awmwaemon nHgopmauum B
nC.
1.2 3akoHo4aTenbCTBO B 149-03, 187-$3, 98-P3, OCHOBHbIE AOKYMEHThI
cpepe 3awmTel NC PCTIK n CE B chepe 3awmTtbl MC.
1.3 TpeboBaHusa no Habop TpeboBaHuii, onpegensoLmx Bbibop mep
obecneyeHuno 3awmTbl MC. OBoCHOBaHNE apXUTEKTYPbI 1
6esonacHoctn NC ncnonb3dyemblx TexHonorum 8 NC
14 Zﬁifﬁ:gﬁétﬁi” WpoeHTudukaums. AyTeHTucunkaumsa u ynpasneHme
’ poctynom B IC. Mogenu ynpasneHust 4OCTYNOM.
yrnpasneHne JoCTyrnom
1.5 3awuTa cetn M3, VPN/CK3W, npoken, IDS, IPS.
1.6 AHTMBUPYCHaA 3alumTa AHTUBMpPYCHaa 3awimTa paboumx CTaHUuin, CeEpBEPOB,
CEepBUCOB.
1.7 lMpeBeHTVBHbIE MepPbI CkaHupoBaHue Ha Hanuive ysa3BUMOCTEN.
3aWunThl lMpoTtuBoaencTBme passeake. KOHTponb 1 ycTaHoBKa
0BGHOBINEHWI.
1.8 KoHTponb genctesuni un KoHTponb aencteumn nonb3oBaTenemn n
perncTtpaums cobbitum b agMuHucTpatopoB. CobbiTua 6e3onacHoCTM.
Pernctpaunsi cobbiTuin 6€30nacHOCTH.
1.9 3awmra BUpTyanbHbIX 3awmTa BupTyanbHbIX cped. Pe3epBHOe konupoBaHue.
cpen, sWwenoHupoBaHme SwenoHMpoBaHne 3aLUThbI.
3aWnTHI
2. JlabopaTopHble 3aHATUSA
21 HacTtpoiika ngeHtndukauun | Hactponka naeHtudunkaumm n ayteHTudunkanmm Ha
W ayTeHTnmKaumnm onepaumnoHHbIX cuctemax APM 1 cepBepoB, CETEBOrO
obopyaoBaHus.
2.2 YnpasneHve goctynom 4. 1 | YnpasneHue JOCTYNoM B OnepaLMOHHbIX CUCTEMAX Ha
6ase Linuxm Windows.
2.3 YnpasneHue goctynom 4. 2 | YnpasneHue goctyrnom B OC u MO ceTteBoro
0obopyaoBaHusa 1 cpeacTs 3aLunThl.




2.4 3awmra cetn v. 1 HacTtpolika mexceTeBoro akpaHa Ha 6ase ACL,
HacTpouka 3awméHHoro VPN-coegMHeHNs KNNEHT-
cepsep.

2.5 3awmra cetn J. 2 YcTaHoBKa 1 6a3oBasi HacTponka Suricata.

2.6 AHTMBMPYCHas 3amTa KES, KSM.

2.7 [MpeBeHTVBHbIE MepbI CkaHvnpoBaHue ceTein. AHan13 ceTeBoro Tpaduka.

3aWunThI

2.8 [MpeBeHTVBHbIE MEpPbI 3HakomcTBO ¢ Honeypot.

3alnUTbI Y. 2
2.9 Pernctpauwns cobbitun Vb 3HaKoOMCTBO C CUCTEMOW MOHUTOpPUHra Zabbix.

13.2. Tembl (pasgenbl) QUCUUNIIMHBI U BUAbI 3aHATUN

Bugpl 3aHATUIM (KONMYECTBO YacoB)

Ne HavmeHoBaHue Tembl
CamocTtosaTenbHas

n/n (pasgena) gucumnnuvHel | Nlekuun MpakTuyeckme | JlabopaTopHble pa6oTa Bcero
OcHOBbI 3aWUTHI

1 | nHdopmauMOHHbIX 2 1 4 7
CUCTEM
3akoHo4aTeNbCTBO B

2 A 2 1 4 7

chepe 3awmtel UIC

TpeboBaHus no
3 | obecneyeHuto 2 2 4 8
6e3onacHocTtn NC

VaoeHTudukaumsa un

4 | ayTeHTMdUKaLmS, 2 2 8 12
yrpasneHne JoCcTyrnom

5 | Sawwura cetn 2 2 4 8

6 | AHTMBUMpPYCHas 3awWwmTa 2 2 4 8

7 [MpeBeHTVBHbIE MepPbI > 2 4 8
3aWmnThl

8 KoHTponb gencreun n 1 2 4 7
pernctpaums cobeitum Nb
3awmra BUpTyanbHbIX

9 | cpeq, awenoHnpoBaHue 1 2 4 7
3aWnThI
UTtoro 16 16 40 72

14. MeTogu4yeckne ykasaHus Ans o6y4aroLWwmxcs No 0CBOEHUIO AUCLUNIINHDI

CTygeHTaM 4ynTaTb PEKOMEHOOBAHHYD NUTEpPaTypy, BO BPeMs MPOBEPKM BbINOMHEHUS
nabopaTopHbIXx paboT, npenogaBaTento PekoMeHAyeTCsl NMPOBOAUTL TEOPETUYECKUIA OMpoC C
Lienbio onpeaeneHns CTeneHn yCBoeHusa matepuana.

15. lMepeyeHb OCHOBHOW WU [OOMNOJIHUTENILHOW NUTEpPaTypbl, PECYpPCOB WHTEpPHET,

Heo6XxoAuMbIX ANSA OCBOEHUS AUCLUNNUNHbI

a) oCHoBHas nuTeparypa:

Ne n/n NcTouHUuK

Hecmepos, C. A. OcHoebl uHghopmayuoHHolU be3zonacHocmu : y4yebHoe nocobue / C. A. Hecmepos. — 5-e
u30., cmep. — CaHkm-lemepbype : JlaHb, 2022. — 324 ¢. — ISBN 978-5-8114-4067-2. — Tekcm :
311eKMpPOHHbIU // IlaHb : anekmpoHHO-6ubnuomeyHasi cucmema. — URL:

https://e.lanbook.com/book/206279

Pauees, C. M. Mamemamudeckue memoOdb! 3awumsi uHgpopmayuu / C. M. Pauyees. — 2-e u30., cmep. —

2 CaHkm-lNemepbype : JlaHb, 2023. — 544 c. — ISBN 978-5-507-47085-3. — Tekcm : 351eKmpoHHbIl // JlaHb
: 3r1iekKmpoHHo-bubnuomeyHasi cucmema. — URL: https://e.lanbook.com/book/326153
lpoepammHo-annapamHbie cpedcmea 3awumsi UuHhopmayuu : y4ebHoe nocobue / 1. X. Mugpmaxosa, A.
P. Kacumosa, B. H. KpacunbHukos [u 0p.]. — CaHkm-llemepbype : Mhmepmedusi, 2018. — 408 c. — ISBN
978-5-4383-0157-8. — Tekcm : anekmpoHHbIll // JlaHb : anekmpoHHO-6ubnuomeyHasi cucmema. — URL:
https://e.lanbook.com/book/103200

BaHrowuHa, A. B. OcHoebl uHhopmayuoHHoU be3onacHocmu : y4ebHo-memodudyeckoe rnocobue / A. B.
4 BaHrowuHa, C. FO. Pbibakos. — Mockea : MTYCU, 2022. — 22 c¢. — TeKkcm : 31€KMpPOHHbIU // JlaHb :
anekmpoHHo-6ubnuomeyHasi cucmema. — URL: https://e.lanbook.com/book/333701




0) fononHUTenbHasa nuTeparypa:

Ne n/n NcTOYHMK

Kpakosckud, 0. M. MemoOdsi 3awumsl uHghopmayuu : y4ebHoe nocobue 0rnist sysoe / FO. M. Kpakoackudl.
— 3-e u30., nepepab. — CaHkm-llemepbype : JlaHb, 2021. — 236 c. — ISBN 978-5-8114-5632-1. —

1 Tekcm : aneKmpoHHbIU // TaHb : 31eKmpoHHO-bubiuomeyHas cucmema. — URL:
https://e.lanbook.com/book/156401
TexHonoauu 3awumsl UHGhoOpMayUU 8 KOMbIoMepHbIX cemsix : y4ebHoe nocobue / H. A. PydeHkos, A. B.
> lponemapckud, E. B. CmupHosa, A. M. Cyposos. — 2-e u3d. — Mockea : UHTYUT, 2016. — 368 ¢. —

Tekcm : anekmpoHHbIl // JlaHb : 3nekmpoHHo-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/100522

Epmakosa, A. FO. Memodbi u cpedcmea 3awumel KOMblomepHol uHghopmauuu : yyebHoe nocobue / A.
3 FO. Epmakoga. — Mockea : PTY MUPJA, 2020. — 223 ¢. — Tekcm : 351eKMpPOHHbIU // JlaHb :
3/1eKMpPoHHO-6ubiuomeyHasi cucmema. — URL: https://e.lanbook.com/book/163844

BypaHoea, M. A. KomnnekcHas cucmema 3aujumsl uHghopmayuu : y4ebHoe nocobue / M. A. BypaHosa, H.
4 B. Kupeesa. — Camapa : [1I'YTU, 2019. — 145 c. — Tekcm : 351eKMpOoHHbIL // JlaHb : 31eKmpoHHO-
bubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/223181

B) MH(pOpMaLIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchbl (oduLmnansHblie pecypebl UHTEPHET)*:
Ne n/n Pecypc
9 www.lib.vsu.ru — 3H6 BI'Y

16. NMepe4veHb y4e6HO-MeTOAMYECKOrO 06GecneyeHUs Ans caMoCToATeNIbHOW paboThl

Ne n/n NcToYHmMK
®om, FO. . MemoOk! 3auwjumsi uHghopmayuu : yyebHoe rnocobue / FO. . ®om. — OpeHbype : OI'Y, 2019.
1 — 230 c. — ISBN 978-5-7410-2296-2. — Tekcm : a5ieKmpOHHbIll // JlaHb : anekmpoHHO-6ubnuomeyHasi

cucmema. — URL: https://e.lanbook.com/book/159977

KomninekcHble cucmembl 3auumbl UHGhopMayuu Ha npednpusmusix : y4ebHoe nocobue / cocmasumenu /.
C. Anekcees, O. B. lllekoyuxuH. — Kocmpoma : KI'Y um. H.A. Hekpacosa, 2021. — 167 ¢. — ISBN 978-5-
8285-1164-8. — Tekcm : 351eKMpPOHHbIL // JlaHb : 3nekmpoHHo-bubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/201884

HecmaHdapmHble Mmemods! 3auumsl UuHghopmayuu : yyebHoe rnocobue / cocmasumenu B. [1. [NawuHyes,
3 A. B. JIsixos. — Cmasporionb : CK®Y, 2016. — 196 c. — Tekcm : 351eKMpPOHHbIL // JTaHb : 311€eKMpOHHO-
bubnuomeyHas cucmema. — URL: https://e.lanbook.com/book/155239

17. OO6pasoBaTtenibHble TEXHONOrMKU, UCNONb3yeMble MNpU peanusauum y4ebHOM
OUCUMNNUHBbI, BKIOYaA [OUCTAHUMOHHbIe obpa3oBaTesnibHble TexHonorum (OOT),
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe O0BGy4YeHue):

Mpn peanusaumm OUCUMMIMHLI MOTYT MCMOSb30BaTbCA TEXHOMOMMM 3NIEKTPOHHOro 0by4eHus U
ANCTaHUNOHHbIE 0Bpa3oBaTenbHble TeXHONOorMM Ha 6ase nopTana edu.vsu.ru, a Takke gpyrue
AOCTYNHble pecypcbl ceTn NHTepHeT.

18. MaTepuanbHO-TeXHU4YeCKoe obecneyeHne AUCUUNIINHbI:
1) neKUMOHHas ayauTopwsi, OCHaLLEHHas MynbTUMeamna NPOEKTOPOM;
2) Knacc ans npoBeAeHust NPakTUYEeCKUX 3aHATUN;

19. OueHo4Hble cpeancTBa AnA nposegeHusd TeKyU.l,eﬁ n npome)l(yTquoﬁ aTtrecTtauum

MopsaoK OLEeHKM 0CBOEHMSA obyvaloLmnmmncs y4ebHoro MaTepuana onpeaenseTcs
coaepXaHueM crieayoLmnx pasaenos AUCLUUNNUHBIL:

OueHoYHble
Ne n/n Paane&gzsﬁg;nmbl Koa komneTteHumn Koa nHaunkatopa Cp?gg;ﬁfeﬁm
aTtrectauum
1 TpeboBaHus no Or1K-2, OrliK-2.1, KoHTponbHas
obecneyeHuto OrK-3 OlK-2.2, paboTa 1
6e3onacHoctn NIC OrlK-3.1
2 [MpeBEeHTMBHbIE MEpbI Orl1K-2, OriK-2.1, KoHTponbHas



http://www.lib.vsu.ru/

OueHouHbIe
Pasgen avcumnnuHebl cpeacTea ans
Ne n/n (Momyns) Koa komneTteHumn Koa vHamnkaTopa TekyLel
atTecTauumu
3aLLMThI OrK-3 OMK-2.2, pabora 2
OlK-3.1
3 3awuTta BUpTyanbHbIX OriK-2, OrK-2.1, KoHTponbHas
cpea, OnK-3 OnK-2.2, pabota 3
3LLEeNOHNpoBaHue OrK-3.1
3aWmThI
[MpomexyTodHasa aTtTectTauuns
dopma KOHTpons — 3a4eT
20 TuvnoBble OLEHOYHbIE cCpeAcTBa MU MeToAMYECKUMEe MaTepuanbl, onpeaensroLwime

npoueaypbl oueHnBaHuns

20.1 TeKywmMN KOHTPOJb YCNeBaeMoOCTH

Tekywaa aTrectauma npoBOAUTCA B COOTBETCTBUM C [lonoXeHMem O TekyLlen
aTTectaumm oby4vawowmxca no nporpammam  Bbicwero obpasoBaHuss  BopoHexckoro
rocygapCTBEHHOro yHMBepcuTeTa. Tekywasa aTtrectauns npoBogutca B doopMax YCTHOrO
onpoca (MHaMBMAYyanbHbIN ONpoc, ppoHTanbHaa 6ecena)  NMCbMEHHbIX PaboT (KOHTPOSIbHbIE,
nabopatopHble paboTbl). Npu oueHMBaHMM MOTrYT WUCMONb30BATLCA KONUYECTBEHHbIE WK
KayeCTBEHHbIe LLKasbl OLEHOK.

TeKylWwmin KOHTPOSb YCrneBaeMOoCTW MO AUCUUMNIIMHE OCYLLECTBMSETCS C MOMOLLbLO
cnefyoLwmnx OLEeHOYHbIX CpeacTB:

YCTHbIN ONPOC Ha NEKLUNOHHbIX 3aHATUSX;

KoHTponbHas paboTa Nno TeopeTMyYeckomn YacTu Kypca;

JTabopaTopHbie paboTbl.

Ne | HaumeHoBaHue MpencraesnexHune KpuTtepuu oueHkn
n/n | OUEeHOYHOro OLIeHOYHOro cpefcTBa
cpeactea B poHae
1 | YcTHbIM onpoc Ha Bonpochkl no [MpaBunbHbIN OTBET — 3a4TEHO,
NpaKkTU4eCcKnX Temam/pasgenam HenpaBUSbHbLIN UK
3aHATUAX ANCUMNITNHDI NPUHLMNNWANbHO HETOYHbIN
oTBeT
- HEe 3a4TEHO
2 KoHTpornbHas TeopeTnyeckne Bonpocsl LLlkana oueHnBaHus
paboTa no no TemMam/pasgenam COOTBETCTBYET
pasaenam ONCUMMITNHBI npmMBeOEHHON HXKE
ANCUMUNINHBI
3 | labopaTtopHas Coaepxut 9 nabopaTopHbIx | [Npu ycnewHoM BbINONHEHNUN
pabota 3aaHun, paboTbl CTaBUTCA OLEHKa

npegycmMaTpuBaoLLnx
HaCTPOWKY

N 3KcnnyaTtauuio
pasnunYHbIX

CpPeAcTB 3aLmThl
MHdopMauu.

3a4TEHO U OCYLLECTBMAETCS
[AOMYCK K 3K3aMeHy, B
NPOTUBHOM Cly4ae CTaBUTCS
OLEHKa He 3a4TEeHO ”
obyuvarowmncs He gonyckaeTcs
K 9K3aMeHy.




Mprmep 3agaHna ansa BbINOSTHEHUSA NpakTUYeckon paboThbl
KoHTponbHas paboTa 1
BapuaHT 1
1) OnpegeneHune xapakTepucTtuk MHPOPMaLMOHHOMW CUCTEMBI,
2) Habop TpeboBaHuin, onpeaenstowmx Beidop mep 3awmtbl VC;
3) O6ocHOBaHMEe apxXUTEKTYPbI U UCNONb3yeMblx TexHonorun B NC;
Mprmepbl BONPOCOB U3 TecTa:

TecTtoBbin Bonpoc: Kakon gokymeHT ®CTIK onpeaenseT TpeboBaHus K 3awmTte
nHdpopmauum B ACY TI1

BapuaHTtbl oTBETa:

1) Mpwnkas ®CTIK Ne21
2) Mpwukasz PCTIK Ne3l
3) Mpukasz PCTIK Ne17

TecToBbIN BOMpOC: YTo ABNSETCSH OCHOBHBIM AOKYMEHTOM, pernameHTUpYoLWmm
Ncnosib30BaHMe CpencTB KpunTorpadonyeckon 3amtbl tHGopMaLumum

BapuaHTbl oTBETA:!
1) ®3-187
2) ©3-149
3) NMpukas ®CHE Ne378
4) Mpukas CTIK Ne31

KoHTponbHas paboTta 2

BapunaHT 1

1. latb onpeneneHve ayteHTudukauun. lNpuesectn npumepsbl.
2. [latb onpegeneHne ngeHTnukaunum B MHPOPMaLMOHHbIX CUCTEMAX
3. aTb onpeaeneHve aBTopmsauumn nonb3osaTens
4. laTb onpeaeneHne napons

KoHTponbHas pabota 3

BapunaHT 1

1. Cuctemon kpunTorpaduyeckomn 3amTbl MHOPMaLMn ABNAETCS:
a) BFox Pro
6) CAudit Pro
B) KpunTo NMpo
2. Kakne BMpyCbl akTUBU3NPYIOTCA B CaMOM Ha4vane paboTbl C onepaunoHHOM CUCTEMON:
a) 3arpy3o4Hbie BUPYChI
6) TposHUbI
B) YepBu
3. Stuxnet — aTo:
a) TposiHCKasi nporpamMmma
6) makpoBupyc
B) NPOMBbILLSIEHHBIN BUPYC
4. TapreTupoBaHHasi ataka — 3TO:
a) aTtaka Ha ceTeBoe obopynoBaHue
6) aTaka Ha KOMMbLITEPHYIO CUCTEMY KPYMHOro NpeanpuaTns
B) aTaka Ha KOHKPETHbIN KOMMbITEP NOfb3oBaTeNs



MNpuBeaeHHble  HWXE  3afdaHus  PEeKOMEeHOyeTCsl  UCMofb3oBaTb  MpUM  NPOBEAEHUU
ANarHoCTUYECKMX paboT AN OLEHKM OCTaTOUHbIX 3HAHWIA:

OrK-2
3aaHns 3aKpbITOro TMna
1. MNoa nHdopmMaunoHHON 6e30MacHOCTLI MOHMMAETCS:
a) 3alUULLEHHOCTb MHOPMaUUK U NoaaepPXMBaIOLWEN MHPPACTPYKTYPbl OT CryvyamHbIX
UM npegHamMepeHHbIX BO3OENCTBUA €CTEeCTBEHHOrO WKW CryyYyanHOro Xxapakrepa, KoTopble
MOTYT HaHECTW HenpuemremMbln yuepb cybbektam MHPOPMaLMOHHBIX OTHOLIEHWUIA B TOM Yucne
BnagensLam v nonb3oBatenam nHgopmaumm 1 nogaepxusarLen MHpacTpykType
0) nporpaMMmHbIN NPOAYKT M 6a3bl AaHHbLIX AO0SMKHbI ObiTb 3aWMLleHbl MO HECKONbKUM
Hanpas-NeHnsM OT BO3AENCTBUS
B) HET BEPHOro oTBETA
2. 3awmTa nHopmaumm:
a) HebonbLlasa nporpaMmma Ans BbINOMHEHUS onpeaeneHHon 3a4aun
0) KOMNIIEKC MeponpuaTUK, HanpaBlieHHbIX Ha obecnevyeHne WHPOPMALNOHHON
6esonacHocTH
B) npouecc paspaboTku CTPYKTypbl 6asbl OaHHbLIX B COOTBETCTBUMM C TpeboBaHUAMMU
nosnb3oBaTterneun
3. MHdopmaumoHHas 6e30nacHOCTb 3aBUCUT OT:
a) KOMNbIOTEPOB, NOAAEPKMBAIOLLEN MHPPACTPYKTYpPbI
0) nonb3oBaTenemn
B) MHdopmaumm
4. KoHhnaeHUunanbHOCTbIO Ha3biBaeTCs:
a) s3awmuTta nporpaMMm W MNPOrpamMMHbIX KOMMMEKCOB, ObecneynBaromMx TEXHOSOMMI0
pa3paboTku, OTNagku U BHeAPEHNA co3aBaeMbIX NPOrpamMMHbIX NPOLYKTOB
0) onucaHne npoueayp
B) 3aLyMTa OT HECAHKLMOHMPOBAHHOMO JOCTYNa K MHGopMauum
5. [1ns yero co3gatTcs MHPOPMALIMOHHbLIE CUCTEMDI:
a) nosnlyyeHus onpegeneHHbIX MHPOPMaLMOHHBIX YCryr
6) 06paboTkn nHpopmaumm
B) o6a BapunaHTa BEPHbI
6. KTo sBnsieTcs OCHOBHbIM OTBETCTBEHHbIM 3a OnpeferieHne YpPOBHSA Krnaccudukauum
MHdOpMaLUK:
a) pykoBoauTenb CpeaHero 3BeHa
0) Bnageney
B) BbICLLEE PYKOBOACTBO
7. Kakas kateropusi siBnsetcs Hambornee pUCKOBAHHOW Af11 KOMMaHUW C TOYKU 3peHUus
BEPOSITHOrO MOLUEHHNYECTBA U HapyLleHnst 6e30nacHoOCTH:
a) xakepbl
0) KOHTpareHTbI
B) COTPYOHWKM
8. Ecnu pasnuyHbiM rpynnamMm nonb3oBaTenen ¢ pasnuyHbiM ypPoOBHEM JocTyna TpebyeTtcd
OOCTYNM K OOHOWM U TOW Xe WHJOpMauWUKM, Kakoe U3 YyKasaHHbIX HWXe OencTBun criegyet
npeanpuHATbL PYKOBOACTBY:
a) CHM3UTb YPOBEHb Krnaccuukauum aTon nHopmaumnm
0) yny4ywmnTb KOHTPOSb 3a 6€30MacHOCTbIO 3TOW MHopMaLn
B) TpeboBaTb MOAMMCaHUS CreumanbHOro paspelleHnUs KaXkabld pas, Korga 4ernoBeky
TpebyeTca AoCTyn K 9TOM MHopMaumm
9. YUto camoe rnaBHoOe SOSMKHO NpoAyMaTh PYKOBOACTBO Mpu Knaccudukaumm aHHbIX:
a) ynpaeneHue A0CTYNoM, KOTOPOe AOSMPKHO 3almLLaTh JaHHbIE
0) oLEeHNTb YPOBEHb prUCKa U OTMEHUTb KOHTPMEPHI
B) HEO6XOAMMBIN YPOBEHb JOCTYMHOCTU, LLIENOCTHOCTM U KOH(MAEHUMANBHOCTH




10. KTo B KOHEYHOM cyeTe HeceT OTBETCTBEHHOCTb 3a rapaHTMM TOro, 4YTO AaHHble
KnaccmuumMpoBaHbl 1 3aLULLEHbI:
a) BnagenbLbl AaHHbIX
0) pykoBOACTBO
B) agMWHUCTpPaTOpPbI
3aaHns OTKPLITOro TMna
1. Kak Ha3blBaeTCa COBOKYMHOCTb YCMOBUA N (DAKTOPOB, CO3AalLWMX NOTEHUUAanbHYH
yrposy  uWnM  peanbHO  CYLLECTBYIOLIYIO  OMACHOCTb  HapyweHus  6e3onacHocTu
MHdopMaunn?

2. Kak HasbiBaeTCsi NonbiTka peanvsaumm yrposbl?

3. Kak HasbiBaeTcsl COCTOsSIHME WHGOPMaLUKU, MNpuM KOTOPOM AOCTYNn K HeW MoryT
OCYLLLECTBUTb TOSbKO CyObEeKTbI, MMEloLLMEe Ha HEro NpaBo?

4, Ecnu 3noymbilINEHHWK BHEOPW B KOMMNbIOTEP BPEAOHOCHYO MporpaMmMmy M nonyymn

AOCTyn K JWYHOW WH(popMaumm nonb3oBaTend, Kakoe CBOWCTBO WHdopMauun 6bino
HapyLleHo?

5. Kak HasblBaeTCs COCTOSiHME WH(opmauuu, nNpu KOTOPOM OTCyTCcTBYeT ntoboe ee
n3MeHeHne nnbo WU3MEHeHMEe OCYLLeCTBNAEeTCA TONbKO nNpedHamMepeHHO cybbekTamu,
UMEIOLLMMM Ha HEro NpaBso?

6. AHHa nocnana nucbmo CtenaHy. 3MOYMbLIWNEHHUK YHUYTOXWUIT MUCbMO AHHbI,
noacyHyn csoe u otnpasun CtenaHy oT mmeHun AHHbl. Kakoe CBOMCTBO MHpopmauun 6Gbino
HapyLleHo?

7. AHHa nocnana nucemo CtenaHy. 3MOYMbIWMEHHUK MNpoYnuTan MUCbMO AHHbI,
noacyHyn BMECTO Hero cBoe u oTnpasuni CtenaHy oOT uMeHn AHHbI. Kakoe cBoncTso(a)
MHdopMauum 6bino(n) HapyLeHo? ,

8. Kak HasblBaeTcHa COCTOAHNE MHGOPMaLMK, NPpU KOTOPOM CYOBbEKTbI, UMetoLLne npasa
AocTyna, MOryT peanm3oBaTtb UX 6ecnpensaTCTBEHHO?
9. Ecnn B pesynbtate DDOS-atakm HOBOCTHOW CalT Ha Kakoe-TO BPEMS BbilIEesl U3

CTpoA UM Obln HegocTyneH AnNd nornb3oBaTenen, Kakoe CBOWCTBO WHopmaumm ©Obino
HapyLleHo?

10. Kakon OOKyMeHT cogepXuT B cebe cTpaTermyeckMe HaumoHasbHble MPUOPUTETHI,
uenn u mepbl B 00nactu BHYTPEHHEM W BHEWHen nonutukum Poccun, onpegenstowme
COCTOSIHME HauMoHanbHOW ©6e30MacHOCTU N YyPOBEHb YCTOWMYMBOrO pasBUTUSA rocygapcrBa Ha
AOJITOCPOYHYIO NEPCNEKTUBY?

3agaHus ¢ pa3BepHyTbiM OTBETOM
1. BeinonHuTe nepsbin UMK anroputma wudgposanus FOCT 28147-89 B pexxmme npocTomn
3ameHbl. [1nsa nonyyeHus 64 6GUT NCXoQHOro TEKCTA UCMOSb3yNTE BOCEMb NEPBbLIX OYKB M3 CBOUX
AaHHbIX: ®amunuun, Mmenun, OtyecTtBa. [na nonydeHus knoya (256 6UT) MCnonb3yroT TEKCT,
coctoawmn 13 32 6yks. MNepBbli NOAKNIOY COAEPXKUT NEPBLIE YeTbIpe OYKBbI.

OlK-3
3aJaHuns 3aKpbITOro Tmna

1. MNpouenypon Ha3biBaeTCS:

a) nowlaroBasi MHCTPYKLUMS MO BbINOMHEHMIO 3a4a4u

6) obsa3aTenbHblE 4eNCTBUSA

B) PYKOBOLCTBO MO [AOEUCTBUSM B CUTyauusiX, CBs3aHHbIX C ©e30nacHOCTbIO, HO He
OMNUCaHHbIX B CTaHZapTax

2. Kakon dpaktop Hambonee BaxeH Ans Toro, 4tobbl OblITb YBEPEHHBIM B YCMELIHOM
obecneyeHnn 6e30NacHOCTU B KOMMaHUN:

a) npoBegeHne TPEHNHIOB No 6e3onacHOCTU A9 BCEX COTPYAHUKOB

0) nogaep’kka BbICLLEro PyKOBOACTBA

B) abeKkTUBHbIE 3aLUNTHLIE MEPbI U1 METOAbI X BHEAPEHUS




3. Korma uenecoobpasHo He npeanpuHUMaTtb HUKAKUX [OENCTBUA B  OTHOLLUEHUM
BbISIBNIEHHbIX PUCKOB:

a) Korga pUCcKM He MoryT BbITb MPUHSATLI BO BHUMAHME MO NOSIMTUYECKMM COOBpaXeHUAM

0) onsa obecneyeHns xopoLlen 6€30MNacHOCTM HYXXHO YYMTbIBaTb U CHUXKaTb BCE PUCKM

B) KOrga CTOMMOCTb KOHTPMEP NPEBbILIAET LLEHHOCTb akTUBa M NOTEeHUMarnbHbIe NoTepu

4. YTto Takoe nonutmnka 6€30nacHoCTu:

a) AeTanuanpoBaHHble JOKYMEHTbI Mo 06paboTke MHUMAEHTOB 6e30nacHOCTU

0) WrpoKkne, BbICOKOYPOBHEBbIE 3asiBNIEHNA PYKOBOACTBa

B) obwme pykoBoaswme TpeboBaHMA MO AOCTWKEHUIO OMNpedenieHHOro YpPOBHS
B6esonacHoCTH

5. Kakas 13 npvBedeHHbIX TEXHUK SIBMSAETCA CaMOW Ba)XHOW MNpu BblGOpEe KOHKPETHbIX
3aLUUTHBIX Mep:

a) aHanu3 puckos

0) pesynbtatbl ALE

B) aHanu3 3aTpaT / Bbirogbl

6. YTo ny4ywe Bcero onucbiBaeT Lenb pacyeta ALE:

a) KONMMYECTBEHHO OLEHNTb YPOBEHb 6e30nacHOCTU cpeapbl

6) oueHNTb NoTeHUnarnbHbIe NOTEPU OT Yrpo3bl B rog,

B) KONIMYECTBEHHO OLIEHUTb YPOBEHb GE30NacHOCTM cpeabl

7. TakTnyeckoe nnaHMpoBaHue:

a) cpegHecpoYHoe nnaHMpoBaHue

0) exxeAHEBHOE NNiaHMpoOBaHue

B) [ONrOCPOYHOE NiaHMpoBaHme

8. D dekTnBHaA nporpamma 6e3onacHoCcTM TpebyeT cbanaHCMPOBaAHHOIO NPUMEHEHUS:

a) KOHTPMEP M 3aLUTHBIX MEXaHU3MOB

0) npoueayp 6e3onacHOCTM 1 WNPoBaHNA

B) TEXHWUYECKNX N HETEXHUYECKNX METOL0B

9. ®dyHKuMOHanNbHOCTL 6e3onacHOCTU onpeaenseT oxuaaemyr paboTy mMexaHu3MOoB
Ge3onacHOCTU, a rapaHTUM oNpeaensoT:

a) ypoBeHb [oBepus, obecneymBaemMbin MeEXaHU3MOM 6e30NacHOCTM

0) BHeQpeHWe ynpaBreHmst MexaHmamamm 6e3onacHoCTU

B) Knaccudmkaumo gaHHbIX NOcne BHegpeHMst MexaHn3moB 6e30nacHOCTH

10. YTO 13 NepevncrneHHoro He sBnsieTCs Lenbio NPoBeAEHNs] aHanmM3a pUCKOB:

a) BbISIBNIEHNE PUCKOB

0) nenernpoBaHue NOMHOMOYUN +

B) KONMYECTBEHHAs OLEHKa BO34ENCTBMA NOTEHUMANbHbLIX Yrpo3

3aJaHuns OTKPbLITOro TMna

1. Kakon gokyMeHT oTobpaxaeT odumumanbHble B3rNsabl Ha Lenu, 3agayun, NpuHLMNb 1
OCHOBHbI€ HanpaBneHus obecnevyeHna NHpopmMaunoHHon 6esonacHocTn PP?

2. Kak HasblBaeTCs COCTOSIHME 3aLMLLEHHOCTU NNMYHOCTM, 0bLecTBa 1 rocyaapcTea OT
BHYTPEHHMX W BHELIHUX Yrpo3, KOTOopoe Mno3BonseT obecrneynmtb KOHCTUTYLUMOHHbIE MpaBa,
cBOOOAbI, JOCTOMHbIE KAYECTBO M YPOBEHb XU3HWU FpaXkgaH, CyBEPEHUTET, TePPUTOPUArbHYIO
LEenoCTHOCTb M ycTonumBoe passutne Poccuinckon depepaummn, obopoHy M 6e3onacHOCTb
rocygapcrea?

3. Haykon, usyvawlwen matemaTuyeckme MeToabl 3aluTbl UMHGOpMauMn nytem ee
npeobpasoBaHns, ABMNSETCS:

4. Ob6ecrneyeHne B3aMMOOEWNCTBUS  yAarneHHbIX MNPOLECCOB  peanuayetcs  Ha
YPOBHE MOAENN B3aMMOOENCTBUA OTKPbITbIX CUCTEM

5. o pokymeHTam [TK cambin Bbicokun knacc 3awmuweHHoctn CBT ot HCLO «
MHdOpMaUUK: (oTBET Undpon)

6. [MpepoctaBneHne neranbHbIM nonb3oBaTenemM AnddepeHUMpoBaHHbIX NpaBs
AocTyna K pecypcam cucteMbl — 3TO




7.  Tpu n3bupatenbHon nonutnke 6esonacHOCTN B MaTpuLe AocTyna obbekTy cuctemsl
COOTBETCTBYET

8. [pwu M36|/|paTeanom nonutnuke 6e3onacHOCTM B MaTpuue AocTyna cybbekTy
CMCTEMbI COOTBETCTBYET:

9. [lpuceoeHune cybbekTam n obbekTam A0CTyna yHMUKanbHOro Homepa, wudpa, koga u
T.MN. C UEeNblo Nony4YeHns gocTyna Kk uHpopmaumm — 3T1o:

10. T[lpucoegmHaemMoe K TEKCTy ero Kpunrorpaduveckoe npeo6pasoBaH|/|e KoTopoe
Mo3BonseT npu MofyYeHnn TekcTa [ApYyruM nonb3oBaTenieM MpoBepUTb aBTOPCTBO U
NOASIMHHOCTb COOBLLEHNS, Ha3blBaeTCA:

3agaHuns ¢ pa3BepHYTbIM OTBETOM
1. Bbluncnute (¢ nogpobHbIM NOSAICHEHMEM pPacYeTOB) AeUnSbHbIN KOadhdumumeHT, ecnn 10
% OT COBOKYNHOro goxoaa Hambonee 6oratoro Hacenexwust 3 MinH gonnapos, a 10 % HanmeHee
obecne4veHHoro — 200000 gonnapos?

20.2 MNMpomexyToyHana aTrecTauums

lMpomexyToyHas artTecTauus MOXeT BkMwyaTb B cebsd npoBepKy TeopeTU4ecKux
BOMPOCOB, a Takke, Npu HeobxoOMMOCTU (B Criydyae HEBLINOMHEHUA B TevyeHue cemecTpa),
NPOBEPKY BbIMOSTHEHNS YCTAHOBEHHOIO NepeYHsi NpakTuyecknx paboT, No3BONSAIOLWMX OLEHUTb
YPOBEHb MOMNyYeHHbIX 3HAHU /NN nNpakTuyeckoe(ne) sagaHue(s), nosponsLiee(ne) oLueHNTb
cTeneHb CPOPMUPOBAHHOCTN YMEHUN N HABbIKOB.

CooTHOLWEeHWE nokasaTenen, KpUTepueB M LKanbl OLEHMBAHUSA pe3ynbTatoB 0bydeHus
npeacTaBneHo B crnefyoulen Tabnuue.

CooTHOLEeHne n0|<a3aTene|7|, KpUTepmneEB U LLUKallbl OUeHNUBaHNA pe3yribTaToB O6y‘-IeHI/IFI.
YpoBeHb
Kputepun oLeHnBaHNsi KOMMNETEHLMI chopMUPOBAHHOCTH LWkana oueHok
KOMMeTeHUumn
3HaHne OCHOBHOro y4ebHO-NporpaMmMHOro Matepuana B o6beme, 3avem
HeoOXxoAMMOM AN fanbHenwen y4ebbl n npeacrosien paboTb
no cneumanbHOCTW, BbINOSIHEHNE 3adaHWN, NPedyCMOTPEHHbIX
nporpaMmmon, 3HaKOMCTBO C  OCHOBHOWN nutepaTtypou,
peEKOMEHA0BaHHOW nporpammoi. MpucyTCTBYOT MOrPeLUHOCTU B
OTBETE Ha 9K3aMeHe M MNpu BbINOMHEHUN 3K3aMEHaLMOHHbIX
3afaHun.

NwmetoTca npobenbl B 3HAHWUAX OCHOBHOMO y4ebHO-MpOrpaMmMHOro He sauem
MaTtepuana, npuHUMNuUanbHble  OWWOKM B BbINOMHEHUM
NpeayCMOTPEHHbIX NPOorpaMMon 3adaHui, HanmumyMe KOTOPbIX
NpensaTcTBYeT AanbHenweMy 0By4eHuo CTYAeHTa.

KM cbopmunpyeTtcs ns Tpex TeopeTnyeckmx BornpocoB 1 OOHOW NPaKTUYECKOW 3aJauu.

I'Iepequb BOIMPOCOB K 3a4eTy.

1. OcCHOBHble XapakTepuUCTUKM WHPopMaunmoHHon cuctembl (VC). Buabl 3awmwiaemon
nHpopmauum B NC.

2. 149-93, 187-93, 98-93, ocHoBHble AokymeHTbl PCTIK n ®CE B chepe 3awmTsl VC.

3. Habop TpeboBaHuin, onpegenstwowmx Bbibop Mep 3awutel NC. OBGocHoBaHue wu
pernameHTaumsa ncnonb3yembix TexHonorui B NC.

4. WpeHTudwmkaums. AyteHTudurkaumsa n ynpasnenmne goctynom B NC.
Mopgenwu ynpasneHns gOCTYMNOM.

MexceTteBble akpaHbl, VPN, npokcu-cepeepsl.

Cuctembl oGHapyXeHus 1 NpeaoTBpaLLEHNSA BTOPXKEHWUMA.

N oo



8. AHTMBMpYyCHas 3awmTta paboymx CTaHuun, cepBepoB, CEPBUCOB.

9. CkaHupoBaHue Ha Hanu4dune ysassumocTen. [1poTuBoaencTBMe pasBeake.
10. KoHTponb 1 yctaHoBKka 0O6HOBEHUI.

11. KoHTponb gencTeuin nonb3oBaTtenen n agMMHUCTPaTOPOB.

12. CobbiTnsa 6e3onacHocTn. Pernctpaunsa cobbituin 6e3onacHocTu.

13. 3awmTta BUpTYyarnbHbIX cpea.

14. Pe3epBHOE KONMMpoOBaHMe.

15. SwenoHMpoBaHue 3aLLnThI.

16. dopmupoBaHne [OOKYMEHTa, Onpefensiowero nepedeHb Mep, HeobxoaumbIX Ans
obecneyeHnsa 6e3onacHOCTN MHpopMaLMM Ha OCHOBE NpeabaBnNAeMblX TpeboBaHW.

17. ®opmupoBaHne OOKYMEHTOB, onpedensaowmx Bbibop cpeacTB 3awwmThl MHopMaumum n
COCTaB UX (PyHKUUIN, peanuayowmx Mepbl N0 obecneyeHmnto 3awmnTbl MHpopMaLuu.

18. ®opmupoBaHMe [OKYMEHTOB, COAepXalluMx OnucaHue HacTpoeK CpeacTs 3aluTbl
nHdopMaLumK, NOPALoK AENCTBUA ANA NPpoBEPKU (DYHKLMOHUPOBAHNA CPeacCTB 3alUunTbl U UX
HaCTpOex.

19. dopmupoBaHMe nporpaMmbl U METOOAMKM  UCNbITAHUW, OOKYMEHTa  OLEHKMU
3P PEKTUBHOCTN NPUHATBIX MEP, BBOA B AENCTBME CUCTEMbI 3aLLMTbl UHGOPMaLUK.



